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Abstract: Personalized quality of service (QoS) prediction is crucial for developing high-quality cloud service
system. However, the traditional collaborative filtering method, based on centralized training, presents challenges in
protecting user privacy. In order to effectively protect user privacy while obtaining highly accurate prediction effect,
a distributed user privacy adjustable personalized QoS prediction model for cloud services (DUPPA) was
proposed. The model adopted a “server-multi-user” architecture, in which the server coordinated multiple users,
handled multiple users’ requests for uploading model gradients and downloading global model, and maintained
global model parameters. To further protect user privacy, a user privacy adjustment strategy was proposed to balance
privacy and prediction accuracy by adjusting the initialization proportion of local model parameters and gradient
upload proportion. In the local model initialization stage, the user calculated the difference matrix between the local
model and the global model, and selected the global model parameters corresponding to the larger elements in the
difference matrix to initialize the local model parameters. In the gradient upload stage, the user can select some
important gradients to upload to the server to meet the privacy protection requirements of different application
scenarios. To evaluate the privacy degree of DUPPA, a data reconstruction attack method was proposed for the
distributed matrix factorization model gradient sharing scheme. The experimental results show that when DUPPA
sets the gradient upload proportion to 0.1 and the local model parameter initialization proportion to 0.5, the predicted
MAE and RMSE are reduced by 1.27% and 0.91%, respectively, compared with the traditional centralized matrix
factorization model. Besides, when DUPPA sets the gradient upload proportion to 0.1, the privacy degree is 5 times
higher than when the gradient upload proportion is 1. And when DUPPA sets the local model parameter initialization
proportion to 0.5, the privacy degree is 3.44 times higher than when the local model parameter initialization
proportion is 1.

Keywords: cloud service, privacy protection, distributed matrix factorization, quality of service prediction
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Figure 1 Distributed user privacy preserving adjustable personalized QoS prediction model for cloud services
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Table 2 Prediction accuracy and privacy degree for different local service matrix overwrite proportions on RT

MD =2.5% MD = 5.0% MD =7.5% MD = 10.0%
55 L
MAE/RMSE MSE MAE/RMSE MAE/RMSE MSE MAE/RMSE MSE
1 0.650/1.633 0.000 5 0.577/1.422 0.520/1.296 0.002 0.504/1.278 0.124
0.5 0.652/1.642 0.043 0.573/1.414 0.193 0.528/1.322 0.095 0.500/1.265 0.426
0.1 0.654/1.660 1.847 0.588/1.454 3.757 0.536/1.332 1.271 0.515/1.281 1.660
0.05 0.672/1.679 4393 0.630/1.549 7.454 0.594/1.432 5.146 0.586/1.335 2.615
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Table 3 Impact of gradient upload proportions and local service matrix overwrite proportions on prediction
accuracy and privacy degree for RT
0,=1 6,=0.5 6,=0.1 6,=0.05
AL E

MAE/RMSE MSE MAE/RMSE MSE MAE/RMSE MSE MAE/RMSE MSE

1 0.500/1.290 0.002 0.496/1.275 0.071 0.507/1.278 0.682 0.564/1.320 2.761
0.1 0.504/1.278 0.124 0.500/1.265 0426  0.515/1.281 1.660 0.586/1.335 2615
0.01 0.532/1.280 2.067 0.539/1.267 2810 0.556/1.304 9.929 0.583/1.346 8.294
0.001 0.650/1.396 14.185 0.654/1.373 13.553  0.647/1.376 16.118  0.689/1.490 27.348
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Table 4 Comparison table of prediction accuracy of different models on RT
MD =2.5% MD = 5.0% MD = 7.5% MD = 10.0%
i
MAE RMSE MAE RMSE MAE RMSE MAE RMSE
CMF 0.652 3 1.650 2 0.580 4 14275 0.528 3 13213 0.5009 1.268 2
DUPPA 0.6529 1.642 7 0.573 0 14145 0.5280 13225 0.500 8 1.2652
B2 -0.09% 0.45% 1.27% 0.91% 0.05% —0.09% 0.01% 0.23%
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Figure 2 Convergence efficiency of different gradient upload
proportions on RT
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Figure 3 Convergence efficiency of different local service matrix
overwrite proportions on RT
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